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Abstract
The present document describes the design of the eCard-Client. 
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Figure 1: High Level Design of the eCard-Client
5 Module and Interface Specification

5.1 IFD

5.1.1 Interfaces

The IFD-module offers the following two interfaces:

· IFD-API

· IFD-Extension
5.1.1.1 IFD-API

The IFD supports the IFD-API as specified in [BSI-TR-03112-6].
5.1.1.2 IFD-Extension

The IFD-Extension comprises the following two functions:

· EstablishChannel

· DestroyChannel

While the EstablishChannel function is defined in a protocol independent fashion, it can in particular be used to establish a PACE-based channel. The corresponding data types for this purpose (PACEInputType and PACEOutputType) are defined in Section 5.1.1.2.3.
5.1.1.2.1 EstablishChannel

	Name
	EstablishChannel

	Description
	The EstablishChannel function is used to establish a cryptographic channel with an ICC. Similar as the DIDAuthenticate-function in the SAL, the EstablishChannel function may be used with different cryptographic protocols. 

	Invocation parameters
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’
Invocation of the EstablishChannel function. 

	
	Name
	Description

	
	SlotHandle
	The SlotHandle addresses the connection to the smart card, which has been established with the Connect function according to [BSI-TR-03112-6].

	
	Authentication
ProtocolData
	Protocol data which are transferred when EstablishChannel is invoked. The DIDAuthenticationDataType is defined as an open type depending on a Protocol attribute so that the detailed structure of this parameter can be defined in a protocol-specific manner. 

	Return
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Return of the EstablishChannel function.

	
	Name
	Description

	
	dss:Result
	Contains the status information and the errors of an executed action. This element is described in more detail below.

	
	Authentication
ProtocolData
	Protocol data which are returned after EstablishChannel has been invoked.
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Status information and errors for EstablishChannel.

	
	Name
	Error codes

	
	ResultMajor
	· /resultmajor#ok
· /resultmajor#error

	
	ResultMinor
	· /resultminor/il/common#parameterError

· /resultminor/ifdl/common#invalidSlotHandle
· /resultminor/dp#unknownProtocol
Furthermore there MAY be protocol specific return codes.



	
	ResultMessage
	MAY contain more detailed information on the occurred error if required.

	Precondition
	In order to establish a cryptographic channel a valid SlotHandle is required.

	Postcondition
	Upon execution of the EstablishChannel function a cryptographic channel with the ICC has been set up, which is subsequently applied for secure messaging purposes. 
All APDUs, which are transmitted through the given SlotHandle are protected using this key material. 

	Note
	


5.1.1.2.2 DestroyChannel

	Name
	DestroyChannel

	Description
	The DestroyChannel function is used to explicitely destroy the cryptographic channel which previously has been set up with EstablishChannel. 

	Invocation parameters
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’
Invocation of the DestroyChannel function. 

	
	Name
	Description

	
	SlotHandle
	The SlotHandle addresses the connection to the smart card, which has been established with the Connect function according to [BSI-TR-03112-6].

	Return
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Return of the DestroyChannel function.

	
	Name
	Description

	
	dss:Result
	Contains the status information and the errors of an executed action. This element is described in more detail below.
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Status information and errors for DestroyChannel.

	
	Name
	Error codes

	
	ResultMajor
	· /resultmajor#ok
· /resultmajor#error

	
	ResultMinor
	· /resultminor/il/common#parameterError

· /resultminor/ifdl/common#invalidSlotHandle
Furthermore there MAY be protocol specific return codes.

	
	ResultMessage
	MAY contain more detailed information on the occurred error if required.

	Precondition
	There MAY be a cryptographic channel established with EstablishChannel.

	Postcondition
	If there was an established cryptographic channel it has been destroyed such that subsequent calls with Transmit are not protected with secure messaging anymore.

	Note
	


5.1.1.2.3 PACEInputType and PACEOutputType

In order to establish a PACE-based channel according to [BSI-TR3110] the AuthenticationProtocolData-element in EstablishChannel MUST be of type PACEInputType. This type has been created based on the parameters of the EstablishPACEChannel-function defined in [BSI-TR03119] and [PC/SC-PACE]
.
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This type specifies the structure of the AuthenticationProtocolData element in EstablishedChannel, if a PACE-based channel is to be established.

	Name
	Description

	PinID
	This element provides the key reference of the password object for which a PACE-based channel is to be established. 
According to [BSI-TR3110] there are the following possibilities:

· 0x01: MRZ
· 0x02: CAN
· 0x03: PIN
· 0x04: PUK

	CHAT
	If the cryptographic channel is to be established within the scope of a full EAC-based authentication procedure, in which Terminal Authentication is used after PACE, this element contains the Certificate Holder Authorization Template (CHAT) according to [BSI-TR3110], Annex C.1.5.

	PIN
	If the CAN is to be used for PACE it MAY be provided in this element.

	CertificateDescription
	This element contains the ASN.1-based CertificateDescription as specified in [BSI-TR3110], Annex C.3.1.


The EstablishChannelResponse returns data of type PACEOutputType in the AuthenticationProtocolData element:
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This type specifies the structure of the PACEOutputType, which is returned in the AuthenticationProtocolData element of the EstablishChannelResponse. 

	Name
	Description

	StatusBytes
	This element contains the status bytes, which are returned by the card after calling MSE:Set AT.

	EF_CardAccess
	This element contains the content of the elementary file EF.CardAccess.

	CAR
	The Certificate Authority Reference(s) (CAR) are REQUIRED if PACE is used with a CHAT. 
In this case the present element corresponds to data object 0x87 and contains the most recent CAR with respect to the terminal type indicated in the CHAT.

	CARprev
	If present, this element corresponds to data object 0x88 and contains the previous CAR.

	IDicc
	If PACE is used with a CHAT, this element contains the identifier of the chip.


5.1.2 Internal Design

TBD
5.2 GUI
5.2.1 Interface
5.2.1.1 ObtainUserConsent
The different platform-specific GUI-modules MUST provide the ObtainUserConsent function described in the following.
	Name
	ObtainUserConsent

	Description
	The ObtainUserConsent function may be called by the IFD for example to initiate a user consent dialogue.

	Invocation parameters
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’
Invocation of the ObtainUserConsent function. 

	
	Name
	Description

	
	Title
	This element provides general information about the user dialogue, which SHOULD be displayed to the user in a window frame for example.

	
	gui:Step
	This element MAY appear multiple times and describes an individual step in the specified user dialogue procedure. Details with respect to this element are described below.

	
	DialogueType
	This element MAY be present to provide a hint, which indicates that a specific user dialogue is requested. This information MAY be evaluated by specific GUI-implementations to provide an optimised user interface.
Presently there is exactly one specialised user dialogue defined:

· http://ws.openecard.org/gui/dt/npa ‑ indicates that an nPA-specific dialogue to obtain user consent is requested.
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gui:Step is part of the ObtainUserConsent-function and describes an individual step of the user dialogue.

	
	Name
	Description

	
	Name
	This element provides the name of the step within the user dialogue, which SHOULD be displayed to the user to outline the overall user dialogue and the current state.

	
	InfoUnit
	Each step consists of one or more individual input or output units described by an InfoUnit-element.
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The InfoUnit-element may appear one or more times within a step and is a choice of different input and output elements.

	
	Name
	Description

	
	Text
	This element contains textual information, which is displayed to the user.

	
	gui:Hyperlink
	This element realizes a hyperlink and contains the following attributes:

· text – is the textual information, which is displayed to the user. If this attribute is missing, the URL contained in the href-Attribute is displayed to the user.

· href – specifies the linked URL.

	
	gui:CheckBox
	This element realizes a system of checkboxes, which consists of a sequence of gui:BoxItem-elements. Such an element contains the following attributes:
· text – is the textual information, which is displayed to the user. If this attribute is missing, the name-attribute is displayed to the user.
· name – is an identifier for the gui:BoxItem-element.
· checked – indicates whether the checkbox item is marked or not.
· disabled – indicates whether the checkbox item is editable or not.

	
	gui:Radio
	This element realizes a system of radio buttons, which consists of a sequence of gui:BoxItem-elements, which contain the attributes explained above.

	
	gui:TextInput
	This element realizes an input field for plain text and contains the following attributes:

· text – is the textual information, which is displayed to the user. If this attribute is missing, the name-attribute is displayed to the user.

· name – is an identifier for the present element.

· value – is the value of the input field.

· minLength – may be used to specify the minimum length of the requested text input.

· maxLength – may be used to specify the maximum length of the requested text input.

	
	gui:PasswordInput
	This element realizes an input field for secrets. For each entered character an asterisk (or similar character) is displayed. This element has the same attributes as the gui:TextInput-element above.

	Return
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Return of the ObtainUserConsent function.

	
	Name
	Description

	
	dss:Result
	Contains the status information and the errors of an executed action. This element is described in more detail below.

	
	Output
	For each input element (gui:CheckBox, gui:Radio, gui:TextInput, gui:PasswordInput) present in the 
ObtainUserConsent-call there is a corresponding Output-element.
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Status information and errors for ObtainUserConsent.

	
	Name
	Error codes

	
	ResultMajor
	· /resultmajor#ok
· /resultmajor#error

	
	ResultMinor
	· /resultminor/il/common#parameterError



	
	ResultMessage
	MAY contain more detailed information on the occurred error if required.

	Precondition
	

	Postcondition
	

	Note
	


5.2.2 Internal Design

TBD
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