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Preface

On the 9th of March 2005 the German federal cabinet decided on the basic elements for a common eCard strategy. The key pillars of this strategy are the electronic authentication and the qualified electronic signature, which come in the form of differently configured smart cards. 

The following projects are particularly important for the eCard strategy:

•
The electronic health card (eGK)

•
The electronic personal identity card (ePA)

•
The electronic passport (ePass)

•
The electronic tax declaration (ELSTER)

•
Electronic proof of income (ELENA/Jobcard)

Use of the eCard-API-Framework, which comprises a series of simple and platform-independent interfaces, should facilitate communication between the respective applications and the employed smart cards. 

The present document contains a list of errors in Version 1.1 of the specification, which will be corrected in the next release.
Document History
	Version
	Changes

	27.05.2010
	Introduction of document history, new issues and solutions (2.1, 3.7, 3.8, 3.9, 4.2, 7.12, 7.13, 7.14).

	19.07.2010
	New issues and solutions (1.1, 1.2, 1.3, 1.4, 2.2, 2.3, 2.4, 3.10, 3.11, 4.3, 4.4, 7.15, 7.16, 7.17, 7.18)

	09.08.2010
	New issues and solutions (1.5, 1.6, 2.5, 2.6, 3.12, 4.5, 4.6, 7.19, 7.20)

	14.10.2010
	New issues and solutions (1.7, 7.21, 7.22)

	23.05.2011
	New issues and solutions (1.8, 2.7, 2.8, 3.13, 4.7 – 4.9, 4.13 – 4.15, 7.23-7.27)

For the issue 4.10 – 4.12 and 4.16 there have been solutions proposed, which will be integrated in a future version of the specification.



1 Overview (Part 1)
	ID
	Problem
	Solution
	Status

	1.1
	The TSL-related error codes (deleteNotPossible,exportNotPossible,unkownTSL) do not make sense. 

On the other hand (because of issue 3.11) there is need for an additional warning code (TSLSequenceNumberIgnoredWarning).
	Delete wrong error codes (deleteNotPossible,exportNotPossible,unkownTSL) and add new warning code (TSLSequenceNumberIgnoredWarning).
	resolved


	1.2
	It has been questioned in which calls the Profile-attribute according to [OASIS-DSS] shall be included and in which not.
	Introduce additional section 4.4 (Mandatory use of Profile-attribute in responses), which clarifies that all responses MUST include a Profile-attribute equal to http://www.bsi.bund.de/ecard/api/1.1.


	resolved

	1.3
	It has been proposed that the following warnings in the category /resultminor/il/signature# should be changed to an error, because they indicate severe problems:

· certificateFormatNotCorrectWarning

· certificatePathNotValidatedWarning 

· certificateStatusNotCheckedWarning 

· signatureManifestNotChecked
Warning

· suiteabilityOfAlgorithmsNot
CheckedWarning

· improperRevocationInformation
Warning


	The following status codes have been changed to indicate an error instead of a warning:
· certificateFormatNotCorrect

· certificatePathNotValidated

· certificateStatusNotChecked

· suitabilityOfAlgorithmsNot
Checked

· improperRevocationInformation
The following error code however has NOT been changed to indicate an error, as the question whether a manifest needs to checked or not is strictly application specific (cf. Section 5.1 of [RFC3275]):
· signatureManifestNotChecked
Warning


	resolved

	1.4
	Among the error codes of VerifyResponse there is an error code wrongMessageDigest missing, which indicates that the calculated message digest of the message does not equal the message digest in the signature.
	Add new error code /il/signature#wrongMessageDigest with corresponding description.
	resolved

	1.5
	There is a typo in [eCard-1], page 32.
	Replace …/il/viewer#unsuiteableSylesheetForDocument by …/il/viewer#unsuitableStylesheetForDocument.
	resolved

	1.6
	As the signature application component may verify that the present IFD-driver is suitable before a signature is produced, it is necessary to add /resultminor/il/signature#IFDInconsistency to the list of error codes. See also issue 2.6.
	Add /resultminor/il/signature#IFDInconsistency to the list of errors.
	resolved

	1.7
	There has been a typo in  …/al/common##notInitialized
	Replace …/al/common##notInitialized by …/al/common#notInitialized
	resolved

	1.8
	It has not been clear how the xml:lang-Tag is to be filled in the ResultMessage-element.
	Add a note to the specification of ResultMessage, which states that ISO 639-1 SHOULD be used for the xml:lang-Attribute.
	resolved


2 eCard-Interface (Part 2)
	ID
	Problem
	Solution
	Status

	2.1
	Section 3.2.1 of [eCard-2] states that the Optional Input <IncludeEContent> may be used to request an enveloped XML-signature. This is wrong, as the <IncludeEContent> option is only defined for CMS-signatures (see [OASIS-DSS], Section 3.5.7).
	Change description concerning <IncludeEContent> in Section 3.2.1 of [eCard-2].
	resolved

	2.2
	Because of issue 1.2 the specific stipulation in Section 3.2.1 of [eCard-2] is not necessary anymore.
	Delete sentence “The Profile-attribute …”. 
	resolved

	2.3
	Because of issue 1.3 it is necessary to change the status codes in [eCard-2].
	Change status codes according to issue 1.3.
	resolved

	2.4
	Among the error codes of VerifyResponse there is an error code wrongMessageDigest missing, which indicates that the calculated message digest of the message is not equal to the message digest in the signature.
	Add .../il/signature#wrongMessageDigest to the list of possible ResultMinor- values of VerifyResponse.
	resolved

	2.5
	As the signature application component may immediately verify a generated signature to guard against fault attacks, it is necessary to add /resultminor/sal#invalidSignature to the list of error codes, which may be returned by SignResponse.
	Add resultminor/sal#invalidSignature to list of error codes of SignResponse.
	resolved

	2.6
	As the signature application component may verify that the present IFD-driver is suitable before a signature is produced, it is necessary to add /resultminor/il/signature#IFDInconsistency to the list of error codes, which may be returned by SignResponse.
	Add /resultminor/il/signature#IFDInconsistency to list of error codes of SignResponse.
	resolved

	2.7
	In order to avoid signature verification errors due to namespace rewriting it is necessary to follow the suggestion in the Note on page 39 of [OASIS-DSS] and provide detached XML-signatures in a dss:Document-element with a child element dss:Base64XML- or dss:EscapedXML and use a corresponding dss:SignaturePtr-element to indicate the presence of such an XML-signature.
	Change description of dss:InputDocuments and dss:SignatureObject in Section 3.2.2 [eCard-2] to reflect the changes.
	resolved

	2.8
	If a batch of detached signatures or time-stamps is to be verified there is no possibility to determine which signature or time-stamp corresponds to which document. 
	Add a note to the description of VerifyRequest to clarify that for the verification of a detached signature or time-stamp it is only allowed to provide a single dss:SignatureObject.
	resolved


3 Management-Interface (Part 3)
	ID
	Problem
	Solution
	Status

	3.1
	While [eCard-3] (Section 3.1.6, page 27) defines a verbosity-level of 0, the corresponding VerbosityLevel-element is defined as being a positive integer. 
	Change definition of VerbosityLevel-element to <element name="VerbosityLevel"
type="nonNegativeInteger"/> and update picture in [eCard-3].
	resolved

	3.2
	While [eCard-1] defines and [eCard-6] uses the error-code /resultminor/ifdl/terminal#unknownIFD 
[eCard-3] erroneously uses /resultminor/ifdl/terminal#unknownIFDName. 
	Change all instances of 

/resultminor/ifdl/terminal#unknownIFDName 
in [eCard-3] to /resultminor/ifdl/terminal#unknownIFD.
	resolved

	3.3
	The description of the DefaultHashAlgorithm-element in [eCard-3] (page 26) erroneously refers to [eCard-4], Annex A.3.
	Remove “(also refer to [eCard-4], Annex A.3).“
	resolved

	3.4
	The reference “[eCard-2] … – ISO24727-3 Interface” in [eCard-3] is wrong
	Change to “[eCard-2] … – eCard-Interface”
	resolved

	3.5
	The reference “[eCard-6] … – Reader Interface” in [eCard-3] is wrong
	Change to “[eCard-6] … – IFD-Interface”
	resolved

	3.6
	In the specification of SetTrustedViewerConfiguration (cf.  [eCard-3], page 46) the parameter TrustedViewerId  is erroneously called Trusted viewer
	Correct name to TrustedViewerId
	resolved

	3.7
	As the CardInfo-element in GetCardInfoListResponse, SetCardInfoList and AddCardInfoFiles is defined in the eCard-namespace (ec: …) it is not possible to use the CardInfo-elements defined in the ISO/IEC 24727 namespace (iso: …) directly. In order to avoid unnecessary conversions, the ec:CardInfo-elements in the above functions have been replaced by references to the iso:CardInfo-element defined in CardInfo.xsd.
	Change definition of GetCardInfoListResponse, SetCardInfoList and AddCardInfoFiles to use references to iso:CardInfo.
	resolved

	3.8
	Neither the TSL issued by gematik (cf. http://www.d-trust.de/internet/content/gematik-tsl.html ) nor the TSL issued by BNetzA (cf. http://www.nrca-ds.de/st/TSL_DE.XML.tsr.zip) conform to version 2.1.1 of ETSI TS 102231, which currently is supported by the eCard-API-Framework.
	Add a specific TSLType, which allows to choose between TSLs in version 2.1.1, version 2.x (used by gematik), version 3.1.2 and TSLs in other formats and use this new type in the definition of GetTrustedIdentitiesResponse and AddTSL.
	resolved

	3.9
	While the Input-parameter of FrameworkUpdate is defined to be of ProtocolDataType, the ModuleInfoType according to [eCard-7] is not derived from this type. 
	As the possibility to use different protocols for FrameworkUpdate is not necessary anymore, the interface of the FrameworkUpdate-function has been changed to contain no input-parameters and returns a result-element only. 

In order to maintain consistency, the UpdateProtocol-element in the UpdateService-element of the default parameters has been deleted. 
	resolved

	3.10
	While the TSLType (see issue 3.8 above) is used in GetTrustedIdentities
Response and AddTSL it is not yet used in ExportTSL. 
	Use ec:TSLType in ExportTSLResponse.
	resolved

	3.11
	As the SchemaNames used in practice tend to be complex it turns out to be beneficial to make the SchemaName-element in ExportTSL and DeleteTSL optional such that one may export or delete all TSLs.
	Make SchemaName-element in ExportTSL and DeleteTSL optional.
	resolved

	3.12
	As the version of the eCard-API-Framework is already indicated by the namespace (http://www.bsi.bund.de/ecard/api/1.1), it is possible that the vendor of the citizen client also uses the Major and Minor value in the Version-element of InitializeFramework
Response to specify the version of the citizen client.
	Change text in Section 3.1.1 to indicate that the vendor may also specify the Major and Minor value.
	resolved

	3.13
	In order to use the RegisterIFD- and UnregisterIFD-functions to suspend and activate certain IFDs, e.g. IFDs which are not certified according to BSI TR 03119, there are some changes to these functions necessary:

1. The IFDName-parameter in RegisterIFD must be optional to indicate that all suspended IFDs shall be activated if this element is omitted. 

2. The UnregisterIFD-function needs an additional parameter Mode, which allows to differentiate between temporary deactivation (suspension of IFD) and permanent deactivation (deletion).
	Make the IFDName-parameter in RegisterIFD-request optional and adjust description to indicate that this function may be used activate IFDs.
Add parameter Mode to UnregisterIFD-function, which allows to distinguish between the temporary and permanent deactivation. 
This Mode parameter is of type UnregisterIFDModeType, which is defined as follows:

<simpleType name="UnregisterIFDModeType">
  <restriction base="string">
    <enumeration value="temporary" />
    <enumeration value="permanent" />
  </restriction>
</simpleType>

	resolved


4 ISO24727-3-Interface (Part 4)
	ID
	Problem
	Solution
	Status

	4.1
	It has been reported that existing PC/SC-compliant card terminals map the ATS or ATQB to an “ATR sequence” as suggested by Section 3.1.1.4 of [PC/SC-3]. Unfortunately different card terminals produce different “ATR sequences” and hence this information can not be used for card identification.
	Add a footnote to the ATS-element specified in [eCard-4] to clarify that this element must only be used if the card really provides an ATS and it is recommended to omit this element in case of doubt.
	resolved

	4.2
	It has been proposed to extend the CardInfo-structure to support the localization of names of

· card applications, 

· differential identities and 

· data sets. 
	For this purpose the following changes have been incorporated into the specification:

· The CardApplication-element now may contain an arbitrary number of LocalApplicationName-elements of type dss:InternationalString
Type.
· The DifferentialIdentity-element now may contain an arbitrary number of LocalDIDName-elements of type dss:InternationalString
Type.
· The DataSetInfo-element now may contain an arbitrary number of LocalDataSetName-elements of type dss:International
StringType.
	resolved

	4.3
	In Section 3.2.1 of [eCard-4] the term CardHandle is still used, while SlotHandle would be correct.
	Replace CardHandle by SlotHandle.
	resolved

	4.4
	In the specification of the CardApplicationConnect-function (cf. Section 3.2.1) it is not clear what path fragments in the CardApplicationPath-parameter are REQUIRED and RECOMMENDED.
	Provide a detailed and use case specific specification of the REQUIRED and RECOMMENDED child elements of the CardApplicationPath-parameter. 
	resolved

	4.5
	In Annex A there are some typos and misleading uses of “MAY” for optional elements.
	Correct Typos.
	resolved

	4.6
	The redefinition of the CardCallType introduced in issue #7.2 has not been reflected in [eCard-4].
	Change definition of CardCallType in [eCard-4]
	resolved

	4.7
	The ByteMaskType is used at various places for binary masking and comparing single bytes. For this purpose there are two child elements Value and Mask, which are defined to be of type hexBinary and hence may contain a sequence of bytes:
<complexType name="ByteMaskType">
  <sequence>
    <element name="Value" type="hexBinary" maxOccurs="1" minOccurs="1" />
    <element name="Mask" type="hexBinary" maxOccurs="1" minOccurs="1" />
  </sequence>
</complexType>

	In order to avoid problems due to the lax syntax specification it is advisable to use the more stringent ByteType (see #7.23) instead of hexBinary here.
Hence the ByteMaskType is now defined as follows:

<complexType name="ByteMaskType">
  <sequence>
    <element name="Value" type="iso:ByteType" />
    <element name="Mask" type="iso:ByteType" />
  </sequence>
</complexType>

	resolved

	4.8
	It is not clear whether the AlgorithmInfo/CardAlgRef-element in the definition of the CryptoMarkerType contains a cryptographic mechanism reference according to [ISO7816-4] (Table 33), which is to be used with Tag ‘80’, or some proprietary algorithm identifier, which may be used with Tag ‘89’ for example (cf. [STARCOS-3.2], Annex H). 
	It is clarified in the specification that the CardAlgRef-element contains the cryptographic mechanism reference according to [ISO7816-4] (Table 33) if present and hence the content of the CardAlgRef-element MUST be used in an MSE-command with Tag ‘80’.
	resolved

	4.9
	The handling of unknown cards by the eCard-API-Framework has not been clearly specified.

While there are use cases in which the ability of a server system to communicate with unknown cards is essential, there are also potential problems, if the eCard-API-Framework would automatically keep (exclusive or shared) connections to those cards, because this could cause conflicts with other software products.
Therefore it is advisable to include specific ConnectionHandle-elements in the StartPAOS-message, which indicate that there is some unknown card in a certain slot of an interface device (IFD), but do not keep the connection to the card.
	It is clarified in the specification that in case that there is an unknown card in some slot of an IFD the eCard-API-Framework MUST indicate this by including a corresponding ConnectionHandle in the StartPAOS-message. 
This ConnectionHandle MUST contain a RecognitionInfo-element, which contains a CardType-element equal to http://www.bsi.bund.de/cif/unknown and a CardIdentifier-element, which contains the ATR or ATS of the card (as indicated by the IFD driver). In order to avoid interferences with other software products, the ConnectionHandle SHOULD NOT contain a SlotHandle.
	resolved

	4.10
	The mapping of the SignatureGenerationInfo-element to the corresponding APDUs has not been clearly specified.
	The SignatureGenerationType is specified as follows:

<simpleType name="SignatureGenerationType">
  <list>
    <simpleType>
      <restriction base="token">

<enumeration value="MSE_RESTORE" />

<enumeration value="MSE_HASH" />

<enumeration value="PSO_HASH" />

<enumeration value="MSE_KEY" />

<enumeration value="MSE_DS" />

<enumeration value="MSE_KEY_DS" />

<enumeration value="PSO_CDS" />

<enumeration value="INT_AUTH" />
      </restriction>
    </simpleType>
  </list>
</simpleType>
The tokens correspond to the following APDUs:

· MSE_RESTORE:

· CLA acc. to [ISO7816-4] (5.1.1)

· INS=22 (MSE)
· P1=F3 (RESTORE)
· P2=B6 (DST)

· Lc= absent for Nc=0

· Data is absent

· Le= absent for Ne=0

· MSE_HASH:

· CLA acc. to [ISO7816-4] (5.1.1)

· INS=22 (MSE)

· P1=41 (SET)

· P2=AA (HT)

· Lc= absent for Nc=0

· Data equals 80|length(HashAlgRef)|HashAlgRef
· Le= absent for Ne=0

· PSO_HASH:

· CLA acc. to [ISO7816-4] (5.1.1)

· INS=2A (PSO)

· P1=90 (Hash)

· P2=A0
· Lc= absent for Nc=0

· Data equals 90|length(Hashvalue)|
Hashvalue
· Le= absent for Ne=0

· MSE_Key
· CLA acc. to [ISO7816-4] (5.1.1)

· INS=22 (MSE)

· P1=41 (SET)

· P2=B6 (DST)

· Lc= absent for Nc=0

· Data equals 84|length(KeyRef)|KeyRef
· Le= absent for Ne=0

· MSE_DS
· CLA acc. to [ISO7816-4] (5.1.1)

· INS=22 (MSE)

· P1=41 (SET)

· P2=B6 (DST)

· Lc= absent for Nc=0

· Data equals 80|length(CardAlgRef)|CardAlgRef
· Le= absent for Ne=0

· MSE_KEY_DS
· CLA acc. to [ISO7816-4] (5.1.1)

· INS=22 (MSE)

· P1=41 (SET)

· P2=B6 (DST)

· Lc= absent for Nc=0

· Data equals 84|length(KeyRef)|KeyRef|80|length(CardAlgRef)|CardAlgRef
· Le= absent for Ne=0

· PSO_CDS
· CLA acc. to [ISO7816-4] (5.1.1)

· INS=2A (PSO)

· P1=9E (CDS)

· P2=9A (Data to be signed)

· Lc= absent for Nc=0

· Data is absent (if PSO_HASH is used) or equals Data to be signed
· Le= absent for Ne=0

· INT_AUTH
· CLA acc. to [ISO7816-4] (5.1.1)

· INS=88 (Internal Authenticate)

· P1=00 (no information given)

· P2=00 (no information given)

· Lc= absent for Nc=0

· Data equals Data to be signed

· Le= absent for Ne=0
	

	4.11
	The mapping of the Encipher- and Decipher-commands to the corresponding APDUs has not been clearly specified.
	Include references to [ISO24727-2] and [ISO7816-8] and clarify that the APDU is as specified in both standards.
	

	4.12
	The mapping of the Hash-command to the corresponding APDUs has not been clearly specified.
	Depending on the HashGenerationInfo-element in a CryptoMarker, the hashing may be performed entirely (CompletelyOnCard) or partly (LastRoundOnCard) on the card. 

For this purpose it is necessary to specify the required hash algorithm using an MSE_HASH-APDU (see #4.11) and then send the data to be hashed to the card using one or more PSO_HASH-APDUs. 

To perform the hashing CompletelyOnCard the following APDUs are required (cf. [ISO7816-8]):

· MSE_HASH (see #4.11)

· PSO_HASH (first or only):

· CLA acc. to [ISO7816-4] (5.1.1)

· INS=2A (PSO)

· P1=90 (Hash)

· P2=A0

· Lc= absent for Nc=0

· Data equals
· 90|00|80|length(Data)|
Data for first or only data block
· Le = absent to indicate that an intermediate or hash value is only stored on the card or present to indicate that hash value is to be returned.
· PSO_HASH (further):

· CLA acc. to [ISO7816-4] (5.1.1)

· INS=2A (PSO)

· P1=90 (Hash)

· P2=A0

· Lc= absent for Nc=0

· Data equals

· 80|length(Data)|
Data for further data blocks if required
Le = absent to indicate that an intermediate or hash value is only stored on the card or present to indicate that hash value is to be returned.
To hash only the LastRoundOnCard the IntermediateHashValue and Counter are calculated in software before the following APDUs are send to the card (cf. [ISO7816-8]):

· MSE_HASH (see #4.11)

· PSO_HASH (last only):

· CLA acc. to [ISO7816-4] (5.1.1)

· INS=2A (PSO)

· P1=90 (Hash)

· P2=A0

· Lc= absent for Nc=0

· Data equals

· 90|length(IntermediateHashValue|Counter)|IntermediateHashValue|Counter|80|length(Data)|Data
· Le= absent to indicate that hash value is only stored on the card or present to indicate that the hash value is to be returned


	

	4.13
	It has been reported that there are problems due to whitespaces in different elements of type iso:NameType. This type has been defined as 

<simpleType name="NameType">

<restriction base="string">


<minLength value="1" />


<maxLength value="255" />

</restriction>
</simpleType>.
Because there is no explicit stipulation how to handle whitespaces, many tools preserve the whitespaces.
	Change the definition of the iso:NameType (in ISO24727-3.xsd) to 

<simpleType name="NameType">

<restriction base="normalizedString">


<minLength value="1" />


<maxLength value="255" />


<whiteSpace value='collapse'/>

</restriction>
</simpleType>

	resolved

	4.14
	The CardAlgId and SecurityEnvironmentIdentifier in the MutualAuthMarker
Type are currently of built in type byte. As explained in #7.23 this may induces error-prone conversions and it would be better to use the iso:ByteType, which is derived from hexBinary. 
	Change definition of MutualAuthMarkerType such that CardAlgId and Security
EnvironmentIdentifier are of type iso:ByteType.
	resolved

	4.15
	The CardAlgId and SecurityEnvironmentIdentifier in the RSAAuthMarker
Type are currently of built in type byte. As explained in #7.23 this may induces error-prone conversions and it would be better to use the iso:ByteType, which is derived from hexBinary. 
	Change definition of RSAAuthMarkerType such that CardAlgId and Security
EnvironmentIdentifier are of type iso:ByteType.
	resolved

	4.16
	Similar to issue 4.11 and 4.13 it is not clear, what kind of APDUs are necessary for certain SAL-functions such as CardApplicationCreate, DataSetCreate and DSICreate for example.
	Add an appendix, which specifies details concerning the APDUs, which are generated within the different SAL-functions (e.g. CardApplicationCreate, DataSetCreate and DSICreate).
	


5 Support-Interface (Part 5)
	ID
	Problem
	Solution
	Status

	5.1
	While [eCard-5] contains the function GetCardInfoOrACD, the files Support.xsd and Support.wsdl still specify the obsolete function GetCardInfo. As the GetCardInfoOrACD-function is specified in CardInfoRepository.xsd and CardInfoRepository.wsdl, the CardInfo-related specifications in Support.{xsd/wsdl} are not necessary and simply can be deleted. 
	Delete CardInfo-related specifi-cations in Support.{xsd/wsdl}.
	resolved

	5.2
	It was not clear that the CardTypeIdentifier-element in the GetCardInfoOrACD-function corresponds to the ObjectIdentifier-Element in CardTypeType, which is used to define the CardInfo-structure. 
	Added a note to clarify the correspondence.
	resolved


6 IFD-Interface (Part 6)
	ID
	Problem
	Solution
	Status

	6.1
	There is an inconsistency between the picture of the IFDStatus-structure in Section 3.1.5 of [eCard-6] (page 21) and the corresponding definition in ISOIFD.xsd. 
	Update picture and clarify description.
	resolved

	6.2
	In Section 3.2.1 of [eCard-6] there is a typo.
	Change “…#IFDSharingVolation“ to „#IFDSharingViolation“.
	resolved


7 Protocols (Part 7)

	ID
	Problem
	Solution
	Status

	7.1
	For some protocols (MutualAuthentication, RSAAuthentication and GenericCryptography) there are no types yet, which are derived from iso:DIDUpdateDataType. 
	Create protocol-specific types (MutualAuthDIDUpdateDataType, RSAAuthDIDUpdateDataType and CryptoDIDUpdateDataType)  in ISO24727Protocols.xsd, which are derived from iso:DIDUpdateDataType and contain an appropriate Marker-element.
	resolved

	7.2
	The FixedProcedure-element used in the PinCompare-protocol (see [eCard-7], page 28) may be used to specify the necessary procedure for PIN-state-transition from a transport-state to the operational state. For this purpose the FixedProcedure-element allows to specify a sequence of CardCall-elements of type CardCallType, which in turn allow to specify a CommandAPDU and a sequence of expected responses. 
However as it is typically required to enter some transport-PIN the static specification of APDUs is not appropriate in this case and it would be required to invoke other API-calls (e.g. ModifyVerificationData defined in [eCard-6]) for this purpose.
	The CardCallType was redefined to allow a choice of either CommandAPDU/ReponseAPDU or APICall/APIResponse, which may contain an arbitrary API-command defined in [eCard-4] or [eCard-6] for example. 
	resolved

	7.3
	While the CHOICE in the RSAAuthMarkerType (see [eCard-7], page 65) is mandatory it is not needed in a CardInfo-file. 
	Make CHOICE optional.
	resolved

	7.4
	The algorithms to be used in the Mutual authentication protocol MUST currently (see [eCard-7], Section 3.2.1) be specified by five URIs. Considering current cards it is more natural to specify the algorithm in form of a single CardAlgId-element. 
	Make URIs optional and create new (optional) CardAlgId-element. 
	resolved

	7.5
	While the CHOICE in the KeyInfo-element in the CryptoMarkerType (see [eCard-7], page 76) is mandatory it is not needed in a CardInfo-file. 
	Make CHOICE optional.
	resolved

	7.6
	While the AlgorithmIdentifier-element in the AlgorithmInfo-element of the CryptoMarkerType (see [eCard-7], page 74-75) is mandatory it is not needed in a CardInfo-file. 
	Make AlgorithmIdentifier-element optional.
	resolved

	7.7
	While EACSessionInputType (cf. [eCard-7], page 19) contains parameters, the  EAC1InputType (cf. [eCard-7], page 45) only contains the parameter RequestedCHAT. More details on this problem are available in the related Change Request.
	Change EAC1InputType to include RequiredCHAT and OptionalCHAT
	resolved

	7.8
	There is no return type derived from DIDAuthenticationDataType for VerifyCertificate in the RSAAuthentication protocol. As the base Type DIDAuthenticationDataType is abstract, it could not be instantiated.
	Create an EmptyResponseDataType  in ISO24727Protocols.xsd, which is derived from iso:DIDAuthenticationDataType and does not contain anything else.
	resolved

	7.9
	There are smartcards, which require that the used hash algorithm can be specified explicitly and hence it is not sufficient that only a single CardAlgRef is present in the AlgorithmInfoType.
	Add optional element HashAlgRef as child to AlgorithmInfo. 
	resolved

	7.10
	There are smartcards in which the signature generation procedure specified in the SignatureGenerationInfo-element depends on the current state. 
	Provide an additional optional SignatureGenerationInfo-element in StateInfo such that it is possible to specify state-specific signature generation procedures. 
For this purpose a new SignatureStateInfoType has been introduced, which is derived from the existing StateInfoType and contains the additional Signature-GenerationInfo-element.
	resolved

	7.11
	Because of the solution of issue #3.9 there are minor inconsistencies in the description of the “Basic Update Protocol”.
	Eliminate minor inconsistencies in the description of “Basic Update Protocol”.
	resolved

	7.12
	In some applications such as ELSTER it is necessary to display additional transaction related information before the citizen enters her eID-PIN.
	Add optional TransactionInfo-element to EACSessionInputType and EAC1InputType.
	resolved

	7.13
	In order to prevent man-in-the-middle attacks against server-authenticated TLS the citizen client must verify that the X.509-certificates used during the different TLS-handshakes are among the admissible certificates, which hash-value is included in the ASN.1-based ProviderInfo-structure, which hash-value is in turn included in the CV-certificate.
	Add optional ProviderInfo-element to the EAC1InputType.
	resolved

	7.14
	There were broken links with respect to SubjectPublicKeyInfoType and AlgorithmIdentifierType.
	Fixed broken links.
	resolved

	7.15
	For some complex cards the transition from one state to another may consist of a combination of authentication procedures (DIDAuthenticationState) and fixed sequences of card calls (FixedProcedure). 

Example: The activation of the eID-PIN of the nPA requires an authentication with an appropriate terminal certificate, which has the PIN-Management bit set, and then sending the Activate command. 
	Allow that a StateTransition-element may contain a sequence of child elements (DIDAuthenticationState, …, FixedProcedure
	resolved

	7.16
	While for the Terminal Authentication protocol the marker has no content, it is nevertheless necessary that there is a corresponding TAMarker-element (of type TAMarkerType, which is derived from the DIDAbstractMarkerType) in the choice offered by the DIDMarkerType. 
	Add empty TAMarker-element to the choice in DIDMarkerType.
	resolved

	7.17
	The connection establishment process depicted in Figure 2 of [eCard-7] is somewhat misleading, as both TC_API_OpenResponse messages appear at a later point in time. At the client the TC_API_OpenResponse message is sent as soon as the StartPAOS-message is submitted. At the server the TC_API_OpenResponse is returned, when the received StartPAOS-message is processed. 
	Correct Figure 2.
	resolved

	7.18
	The KeyRef-element in the KeyRefType (see [eCard-7], Section 3.1.1) is currently defined as byte, which is represented as an integer in the interval [-128,127] it would be necessary to convert hexadecimal references to this form. 
In order to avoid problems due to this conversion it would be better to define the KeyRef-element as hexBinary. 
	Define KeyRef-element as hexBinary.
	resolved

	7.19
	The error handling for the activation of the citizen client is not yet defined. 
	Specify error handling using the RefreshAddress-parameter. 
	resolved

	7.20
	In order to realize the binding between the TLS-channels (between Service Provider and Citizen Client and Identity Provider and Citizen Client), the SAML protocol and the EAC-protocol (see also issue 7.13) it is necessary that the eID-Server / Identity Provider can include the SHA256-value of the URL-encoded SAMLRequest in the object, which activates the citizen client.
	Add additional SHA256ofSAMLRequest-parameter to the object-specification in Section 2.3.1 and Section 2.3.2.
	resolved

	7.21
	In the error handling specified in issue 7.19 it was not clear which error code is to be used if the eCard-API-Framework has not been started at all. 
	State that the error …/al/common#notInitialized is to be used if the eCard-API-Framework has not been initialized and add a second example to illustrate this case.
	resolved

	7.22
	The detailed requirements for the binding of the various TLS-channels to each other and to the EAC-channel have not been clearly stated. 
	Include Section 3.3.10, which describes the detailed requirements with respect to channel binding issues.
	resolved

	7.23
	The built in XML-datatype byte has been used at a number of places to specify card-specific algorithm identifiers for example. As this datatype is derived from short – and not from hexBinary – its value space is an integer in the range of 
-128 to 127 (and no hexadecimal value). As card-specific algorithm identifiers are typically specified as hexadecimal values (of length 1) it is more natural to introduce and use a special ByteType, which is derived from hexBinary. 
	Add the following type specification to ISO24727-Protocols.xsd: 

<simpleType name="ByteType">
  <restriction base="hexBinary">

<length value="1"/>
  </restriction>
</simpleType>
	resolved

	7.24
	There is no minimum length and optional maximum length of a PACE-password defined in a PACEMarker and hence CardInfo-file.
	Add parameters minLength and (optional) maxLength to PACEMarkerType.
	resolved

	7.25
	In order to allow that more than one CV-certificate can already be sent with the first EAC message (of type EAC1InputType) it is necessary to change the maximum cardinality of the Certificate-parameter in this type to maxOccurs="unbounded". 
	Change the cardinality of the Certificate-parameter in the EAC1InputType to maxOccurs="unbounded" minOccurs="1".
	resolved

	7.26
	The currently used StateInfo-structure (see StateInfoType) is not sufficient to support arbitrary state constellations of PINs and signature key objects. 
	Redesign StateInfo-structure such that there may be a tree-structured StateRecognition-element using a Conclusion-element and a sequence of State-elements, which may contain the corresponding StateTransition-elements.
	resolved

	7.27
	Currently the CertificationAuthorityReference-element in EAC1OutputType is defined to be of type DIDNameType. This type is however not well suited to contain the CAR, which is returned from the card.
	Change the type of the CertificationAuthorityReference-element in EAC1OutputType to hexBinary.
	resolved
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� It should be noted that the typo in “suiteability” has been corrected to “suitability”.
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